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REAL-PETS is a European research and in-
novation project developing the next gene-
ration of Privacy-Enhancing Technologies 
(PETs) to protect citizens against online 
tracking, surveillance, and privacy abuses 
across web, mobile, IoT, and emerging 
digital platforms. The project combines 
cutting-edge research in privacy engi-
neering, cryptography, software analysis, 
usability, and European data protection 
law to create effective, scalable, and user-
friendly privacy solutions. REAL-PETS 
will develop technologies such as adaptive 
traffic obfuscation, privacy-preserving 
analytics, anonymous credentials, and 
post-quantum-ready protection mecha-
nisms. Through real-world pilots, regu-
latory engagement, and standardisation 
activities, the project aims to strengthen 
Europe‘s digital sovereignty while making 
privacy protection more transparent, ac-
cessible, and effective for everyone.

About



Despite Europe’s strong regulatory 
framework for privacy and data pro-
tection, online tracking technologies 
continue to evolve faster than exi-
sting protections. Modern tracking 
methods increasingly operate across 
websites, mobile apps, IoT devices, 
and emerging digital platforms, 
making them difficult to detect and 
control. At the same time, many 
Privacy-Enhancing Technologies 
(PETs) remain fragmented, platform-
specific, and challenging for users to 

Vision

Motivation

REAL-PETS envisions a digital future 
where privacy is a built-in feature rat-
her than an afterthought. As online 
services increasingly rely on data coll-
ection, tracking, and interconnected 
devices, individuals need stronger 
and more accessible tools to maintain 
control over their personal informa-
tion. REAL-PETS aims to advance the 
state of the art in Privacy-Enhancing 
Technologies by developing practi-
cal, scalable, and user-centric solu-
tions that work across diverse digital 

environments. By combining tech-
nological innovation, legal expertise, 
and human-centred design, the pro-
ject seeks to make privacy protection 
seamless and effective for everyone. 
Ultimately, REAL-PETS contributes 
to a trustworthy, privacy-preserving 
digital ecosystem that strengthens 
individual rights, fosters innova-
tion, and supports Europe‘s digital 
sovereignty.

understand or adopt. REAL-PETS was 
created to address this gap. By combi-
ning advanced privacy research, legal 
analysis, and human-centred design, 
the project aims to develop privacy 
solutions that are effective, practi-
cal, and scalable. Its goal is to ensure 
that privacy protection keeps pace 
with technological innovation and 
remains accessible to all users.



•	 Detect and model emerging 
privacy threats by developing 
agile methodologies capable of 
identifying and analysing new 
cross-platform tracking tech-
niques across web, mobile, IoT, 
wearable, and emerging digital 
environments.

•	 Assess the lawfulness of tracking 
practices and PETs by combining 
legal analysis with automated 
auditing methods to support 
compliance with European regu-
lations such as GDPR, ePrivacy, 
DSA, DMA, and CRA.

•	 Design, prototype, and validate 
next-generation PETs, including 
adaptive traffic obfuscation, 

Key Objectives

privacy-preserving analy-
tics, anonymous credentials, 
anti-tracking technologies, and 
post-quantum-ready privacy 
protections.

•	 Develop human-centred privacy 
solutions by ensuring that PETs 
are understandable, accessible, 
transparent, and usable for 
diverse groups of users.

•	 Support standards, best prac-
tices, and policy development by 
translating project outcomes into 
actionable guidance, reference 
implementations, and recom-
mendations for regulators, indus-
try, developers, and standardisa-
tion bodies.

The project addresses the growing 
challenge of cross-platform online 
tracking by combining advanced pri-
vacy research, legal expertise, and 
human-centred design. Through 
agile detection of emerging privacy 
threats, compliance-aware techno-
logy development, and large-scale 

real-world validation, REAL-PETS 
seeks to deliver privacy solutions that 
are effective, trustworthy, and easy 
to use. Ultimately, the project contri-
butes to a more transparent, secure, 
and privacy-respecting digital ecosy-
stem while reinforcing Europe‘s tech-
nological sovereignty.

Mission & Objectives
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Partners
The REAL-PETS consortium 
brings together nine highly 
qualified academic and indus-
trial partners from six Europe-
an countries. Its complemen-
tary expertise spans privacy 
engineering, program and net-
work analysis, cryptography, 
usable security, privacy law, 
and regulatory compliance. By 
combining one research cen-
tre, three universities, and five 
SMEs, the consortium connects 
scientific excellence with ope-
rational technology, real-world 
validation, and clear pathways 
to market uptake.
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Spain
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Find out more about this Project: 
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